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Abstract— Bluetooth is a radio technology operating in the 2.4 GHz
ISM frequency band, that is emerging as a low-level and low-power wire-
less communication protocol used for wireless personal area networks
(WPANS) where proximal devices can share information and resources.
In this paper, we quantify the performance of the Bluetooth access con-

trol layer when the radio is operating in close proximity to a WLAN sys-

tem. We use a probability analysis approach to derive the packet error for
Bluetooth. The analytical results are validated using detailed simulation
models for an interference scenario consisting of Bluetooth and WLAN
devices. Packet loss is obtained for voice and data traffic for different in-

terference conditions.
Keywords—WPANSs, Bluetooth, Interference.

|. INTRODUCTION

N increasingly mobile lifestyle is creating the need for

Wireless Personal Area Networks (WPANS) consisting of
ad-hoc communications between portable computing devices
such as laptops, PDAS, pagers, and cellular telephones. What
is emerging today are wireless technologies, including |IEEE
802.11 [1], and Bluetooth [2], that promise to outfit portable
and embedded devices with high bandwidth, localized wire-
|ess communi cation capabilitiesthat can also reach the globally
wired Internet.

Due to its amost globa availability, the 2.4 GHz Indus-
try Scientific and Medical (ISM) unlicensed band constitutes
apopular frequency band suitable to low cost radios. New pro-
posed solutionsfor WPANSs such as | EEE 802.15 and Bluetooth
planto operateinthe 2.4 GHz ISM band while IEEE 802.11[1]
has standards for Wireless Local Area Networks operating in
this band and microwave ovens are a primary user of the band
at 2.45 GHz. Therefore, it is anticipated that some interference
will result from all these technologies operating in the same
environment and frequency space. Furthermore, since |EEE
802.11, and Bluetooth devices may likely come together in a
laptop or may be close together at a desktop, interference may
lead to significant performance degradation.

The main goal of this paper is to present our results on the
performance of a Bluetooth access control system whenits ra-
dio is operating in close proximity to an IEEE 802.11 system.
The evaluation of interference in the 2.4 GHz band has been
receiving more attention lately. Zurbes et. al. simulate the
impact of 100 co-located sessions on the Bluetooth radio per-
formance [3]. Kamerman reports on tolerableinterferencelev-
els between Bluetooth and 802.11 devicesfor various scenarios
and device positions[4]. Hisanalysisis based on asimple path
loss model and Signal to Interference (SIR) requirements for
Bluetooth and 802.11 receivers. Furthermore, the probability

of an 802.11 packet error in the presence of a Bluetooth piconet
has been derived by Ennis [5], then extended by Shellhammer
[6] and Chiasserini and Rao [7].

In this paper, we first use a probability analysis approach to
capturetheinterference environment. Our analytical resultsare
then validated agai nst simulation results obtained from detailed
simulation models of the Bluetooth and |EEE 802.11 Medium
Access Control (MAC) and Physical (PHY) layers. Our goa
is to give additional insights on the performance of Bluetooth
voice and data traffic under different interference traffic condi-
tions.

This paper is organized as follows. In sections 1l and I11 we
give some general insights on the Bluetooth and |EEE 802.11
protocol operation respectively. In section IV, we present our
interference analysis and the probability that a packet contain-
ing error is received at the Bluetooth node. In section V, we
evaluate the impact of WLAN interference on the Bluetooth
performance and present simulation results. Concluding re-
marks are offered in section VI.

Il. BLUETOOTH PROTOCOL OVERVIEW

In this section, we give a brief overview of the Bluetooth
technology [2] and discuss the main functionality of its pro-
tocol specifications which consist of several modules, namely,
the Radio Frequency (RF), Baseband (BB) and Link Manager
(LM). Bluetooth is a short range (0 m - 10 m) wireless link
technology aimed at replacing non-interoperable proprietary
cables that connect phones, |aptops, PDAs and other portable
devices together. Bluetooth operates in the ISM frequency
band starting at 2.402 GHz and ending at 2.483 GHz in the
USA, and Europe. 79 RF channels of 1 MHz width are de-
fined. Theair interface is based on an antenna power of 1 mwW
(0 dBi gain). The signal is modulated using binary Gaussian
Frequency Shift Keying (GFSK). The raw data rate is defined
at 1 Mbits/s. A Time Division Multiplexing (TDM) technique
divides the channel into 625 ps slots. Transmission occursin
packets that occupy an odd number of slots (up to 5). Each
packet is transmitted on a different hop frequency with a max-
imum frequency hopping rate of 1600 hops/s.

Two or more units communi cating on the same channel form
a piconet, where one unit operates as a master and the others
(amaximum of seven active at the same time) act as slaves. A
channel is defined as a unique pseudo-random frequency hop-
ping sequence derived from the master device's 48-bit address
and its Bluetooth clock value. Slaves in the piconet synchro-
nize their timing and frequency hopping to the master upon



connection establishment. In the connection mode, the master
controlsthe accessto the channel using a polling schemewhere
master and slave transmissions alternate. A slave packet always
follows a master packet transmission as illustrated in Figure 1
that depicts the master’s view of the dotted TX/RX channel.
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Fig. 1. Master TX/RX Hopping Seguence

There are two types of link connections that can be
established between a master and a dave: the Syn-
chronous Connection-Oriented (SCO), and the Asynchronous
Connection-Less (ACL) link. The SCO link is a symmetric
point-to-point connection between a master and a slave where
the master sends an SCO packet inoneT" X dlot at regular time
intervals, defined by T'sco time slots. The slave responds with
an SCO packet in the next T'X opportunity. T'sco is set to
either 2, 4 or 6timedotsfor HV'1, HV2, or HV 3 packet for-
mats respectively. All threeformats of SCO packets are defined
to carry 64 Kbits/s of voice traffic and are never retransmitted
in case of packet loss or error. The ACL link, is an asym-
metric point-to-point connection between a master and active
slaves in the piconet. Several packet formats are defined for
ACL, namely DM 1, DM2, and D M 3 packets that occupy 1,
3, and 5 time dlots respectively. An Automatic Repeat Request
(ARQ) procedureis applied to ACL packets where packets are
retransmitted in case of loss until a positive acknowledgement
(ACK) isreceived at the source. The ACK is piggy-backed in
the header of the returned packet where an ARQN bit is set
to either 1 or 0 depending on whether the previous packet was
successfully received or not. In addition, a sequence number
(SEQN) bit is used in the packet header in order to provide a
sequential ordering of data packets in a stream and filter out
retransmissions at the destination. Forward Error Correction
(FEC) is used on some SCO and ACL packets in order to cor-
rect errors and reduce the number of ACL retransmissions.

I11. IEEE 802.11 PrRoTOCOL OVERVIEW

The IEEE 802.11 standard [1] defines both the physical
(PHY) and medium access control (MAC) layer protocols for
WLANS. In this sequel, we will be using WLAN and 802.11
interchangesbly.

The IEEE 802.11 standard calls for three different PHY
specifications: frequency hopping (FH) spread spectrum, direct
sequence (DS) spread spectrum and infrared (IR). The transmit

power for DS and FH devicesis defined at a maximum of 1 W
and the receiver sengitivity is set to -80 dBm. Antennagainis
limited to 6 dBi maximum.

Under FH, each station’s signal hops from one modulating
frequency to another in a predetermined pseudo-random se-
guence. Both transmitting and receiving stations are synchro-
nized and follow the same frequency sequence. There are 79
channels defined in the (2.4000 - 2.4835) GHz region spaced 1
MHz apart. The time each radio dwells on each frequency de-
pends on each individual implementation and government reg-
ulation. Thebasic accessrates of 1 and 2 Mbits/s use multilevel
Gaussian frequency shift keying (GFSK).

A DS transmitter converts the data stream into a symbol
stream where each symbol representsagroup of multiplebitsto
spread over arelatively wideband channel of 22 MHz. The ba-
sic datarateis 1 Mbits/s encoded with differential binary phase
shift keying (DBPSK) or 2 Mbits/s using differential quadra-
ture phase shift keying (DQPSK). Higher rates of 5.5 and 11
Mbits/s are also available with techniques combining pulse-
position-modulation (PPM) and quadrature amplitude modu-
lation (QAM).

The IEEE 802.11 MAC layer specifications common to al
PHYs and data rates coordinate the communication between
stations and control the behavior of users who want to access
the network. The Distributed Coordination Function (DCF)
which describes the default MAC protocol operation is based
on a scheme known as carrier-sense, multiple access, collision
avoidance (CSMA/CA). Both the MAC and PHY layers co-
operate in order to implement collision avoidance procedures.
The PHY layer samples the received energy over the medium
transmitting data and uses a clear channel assessment (CCA)
algorithm to determine if the channel is clear. Thisis accom-
plished by measuring the RF energy at the antenna and deter-
mining the strength of the received signal commonly known as
RSSI, or received signa strength indicator. In addition, car-
rier sense can be used to determineif the channel is available.
This technique is more selective since it verifies that the signal
is the same carrier type as 802.11 transmitters. A virtual car-
rier sense mechanismisalso provided at the MAC layer. It uses
the request-to-send (RTS) and clear-to-send (CTS) message ex-
change to make predictions of future traffic on the medium and
updates the network allocation vector (NAV) available in sta-
tions. Communication is established when one of the wire-
less nodes sends a short RTS frame. The receiving station is-
sues a CTS frame that echoes the senders address. If the CTS
frame is not received, it is assumed that a collision occurred
and the RTS process starts over. Regardless of whether the vir-
tual carrier sense routine is used or not, the MAC is required
to implement a basic access procedure (depicted in Figure 2)
as follows. If a station has data to send, it waits for the chan-
nel to be idle through the use of the CSMA/CA agorithm. If
the medium is sensed idle for a period greater than a DCF in-
terframe space (DIFS), the station goes into a backoff proce-
dure before it sends its frame. Upon the successful reception
of aframe, the destination station returns an ACK frame after
a Short interframe space (SIFS). The backoff window is based
onarandom value uniformly distributedin theinterval [0, CTV]



where C'W represents the Contention Window parameter and
is varied between CW,,,i,, and CW 0. |f the medium is de-
termined busy at any time during the backoff slot, the backoff
procedure is suspended. It is resumed after the medium has
been idle for the duration of the DIFS period. If an ACK is not
received within an ACK timeout interval, the station assumes
that either the data frame or the ACK was lost and needs to re-
transmit its data frame by repeating the basic access procedure.
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Fig. 2. WLAN Frame Transmission Scheme

IV. INTERFERENCE ANALYSIS

Since we are mainly concerned with evaluating the Blue-
tooth performancein an interference environment, we consider
aBluetooth receiver nodeas our reference and derive the proba-
bility that a packet containing errors (at least one error), P(PE),
isreceived at thisnode. The interfering signal is assumed to be
from proximally located WLAN devices.

A collision occurs when both the Bluetooth and the inter-
fering packets overlap in time and frequency. This collisionis
detected at the Bluetooth receiver in the form of SIR that de-
pends on the power transmitted, the distance traveled, and the
path loss model used. The SIR then translates into a Bit Error
Rate (BER) according to the GFSK carrier modulation and the
Bluetooth receiver implementation used.
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Fig. 3. Collisions at the Bluetooth Receiver Node

Figure 3 illustrates the timing of the Bluetooth packets with
respect to WLAN packets. Let fp and fy be the frequencies
used to transmit the Bluetooth and WL AN packetsrespectively.
We denoteby T's and Ty, the Bluetooth and the WL AN packet
transmission periodsrespectively. In order to determinethe po-
sition of the Bluetooth packet with respect to the WLAN packet
when both systems use the same frequency (f g = fw), we de-

fineavariable X that represent the time offset between a Blue-
tooth and a WLAN packet. Let T~ represent the time interval
when both WLAN and Bluetooth packets overlap. We denote
by Tw 1 theinterval between two WLAN packets including the
packet transmission time 7y and a backoff period, T'ackosf-
TBackosy 1S the sum of several variables such as SIFS, DIFS,
the ACK transmission time, and C'yy. Similarly, we denote by
Tgr, the interval between two Bluetooth packet transmissions.
Due to the slotted structure of the Bluetooth channel, a packet
transmission occurs at the boundary of a Bluetooth time slot.
We assume that X is arandom variable that is uniformly dis-
tributed between zero and Ty ;. Note that X is a continuous
random variable, however in thisanaysisit is quantified to the
resolution of a Bluetooth symbol period at the rate of a symbol
(or abit) per us.

X ~U(0,Twr) D
Thus, the probability that a Bluetooth packet overlapsintime
and frequency with aWLAN packet depends on:
o The position of the WLAN packet with respect to the
Bluetooth packet, i.e. X
o Thetransmissionfrequencies, f g and fy of the Bluetooth
and WLAN systems respectively
The probability mass function of X is equal to px (k) =
ﬁ where k = 1,2, ..Ty 7. Both the Bluetooth and WLAN
systems have a frequency hopping span of 79 channels. The
probability that a WLAN system lands on the same frequency
as a Bluetooth system depends on a discrete random variable
Jw whose probability mass function is py,, (j) = =5 where
j varies between 1 and 79 and n determines the number of
overlapping channels. For FH n = 1, while for DS WLAN
systems, n = 22.
Expressing P(PE) as ajoint probability of frequency and
packet overlap yields:

Twr

P(PE) = Y P(PE|X =k;fw = j)px (k)psy ()
k=0

where P(PE | X = k; fw = j) depends on T and BER.
Thus, we write;

P(PE|X =k;fw=j)=1-(1-BER™ (2
Therefore,

Twr
P(PE) = (35)(7.—) > (1~ (1~ BERT") ()
k=0

Thevalueof T dependson X, Ty, and T's. We distinguish
three cases.
o Tp <Tw andTg < Twr-Tw

( Ts
it X <Tw —Tg
Tw — X
if Tw —Tp < X <T
TC: 0 w B w (4)
if TWgXSTWI_TB
X+TB—TW]
L if TW[—TB<XSTWI



e Tg<TwandTp > Twi-Tw

,

Tp
if X <Tw —Tg
Tw — X
T — ifTw—TB§X<TW]—TB
7Y Tw+Ts —Twi
if Twr—Tp <X <Tw
X+Tp —Twr
if Tw < X <Twr
®)
o« I'p > Tw;

We let N(X) be the number of WLAN packets that hit a
Bluetooth packet.

Eal )
N(X) = [TTB1+If1X§TWﬁT”f’1_TB ©)

otherwise

We also define T; as the interval of time overlap with
WLAN packet ;.

maz(Tw — X,0)

if i=1
Tw
T.= if i=2,., N(X)—1
TTLZTL(X + TB — (N(X) — 1) X TW],Tw)

if i=N(X)

(7

Inthiscase T isbasically the sum of al T;'sover N (X)
colliding WLAN packets.

N(X)

Te= ) T, ®)
i=1

V. SIMULATION RESULTS

Our godl in this section is to validate the analytical inter-
ference model presented in section 1V. We used OPNET! to
develop a simulation model for the Bluetooth protocol. We
partially implement the Baseband and L2CAP layer according
to the specifications [2] and use the configuration and system
parameters shown in Table I. We assume that a connection is
aready established between the master and the slave and that
the synchronization process is complete. The connection type
is either SCO for voice or ACL for datatraffic. For WLAN we
use the models provided by the OPNET modeler’slibrary.

For the Bluetooth signal we assume apair of devices; amas-
ter and a slave device located at (0,0) and (1,0) meters respec-
tively. Master and dave devices are transmitting either voice or
data traffic. For voice traffic, we consider a symmetric stream
of 64 kbits/s each way. We use HV'1 packets that have a total
size of 366 bits including a header and an access code of 126
bits. HV'1 packetsare sent every T'sco = 2 or 1250 us. HV'1
payload bits are corrected with a /3 FEC rate.Since the pay-
load does not have a CRC, errors in the payload do not yield

LOPNET is atrademark of OPNET Technologies Inc.

TABLEI

SIMULATION PARAMETERS

System Parameters Values
Propagation delay 5 us’km
Length of simulation run 30 seconds

Length of run prior to gathering statistics

10 % of simulated time

Bluetooth Parameters

Values

Data Rate 1 Mbitg/s

ACL Baseband Packet Encapsulation DM5

SCO Baseband Packet Encapsulation HV1

Number of Devices 2 (1 Master, 1 Slave)
Master Coordinates (1,0) (meters)

Slave Coordinates (0,0) (meters)
Transmitted Power 1 mw

WLAN Parameters

Packet Interarrival Time for 1 Mbitg/s 10.56 ms

Packet Interarrival Time for 11 Mbits/s 2.52ms
Transmitted Power 1mw

Source Coordinates (0,0.15) (meters)
Sink Coordinates (0,10) (meters)
Packet Header 224 bits

Tw includes Packet Header
Twr includes Backoff and Ty
Slot Time 2 % 10”7 seconds
SIFS Time 1 % 10~ ° seconds
DIFS Time 5 % 10~ ° seconds
CWonin 31

CWas 1023

Fragmentation Threshold None

RTS Threshold None

Short Retry Limit 4

Long Retry Limit 7

to dropping packets. In addition, a 1/3 FEC rate is applied to
the header and a Hamming code (d = 14) is applied to the ac-
cess code. Uncorrected errorsin either the header or the access
code |ead to dropping packets. For the data traffic, we consider
aLAN access application. Both master and slave devices gen-
erate D M 5 type packets every 0.01250 seconds, thus utilizing
50% of the 1 Mbits/s channel. D M5 packets have a total size
of 2871 hits, including a 54-bit header and a 72-bit access code
and occupy 5 Bluetooth dots. A 2/3 FEC rate is used to cor-
rect payload errors, while errors in the header or access code
are corrected with a 1/3 FEC and a Hamming code (d = 14)
respectively. Uncorrected errorsin either the packet header or
payload lead to dropping packets.

For the WLAN signal, we use two 802.11 Direct Sequence
devices transmitting at 1 Mbits/s. We assume unidirectional
traffic; aWLAN source transmits packetsto aWLAN sink that
returns ACK messages to the source. The WLAN source and
sink devices are located at (0,0.15) and (0,10) meters respec-
tively. Traffic sent from the WLAN source constitute the inter-
ference signal to the Bluetooth slave device.

We present the results from two different simulation exper-
iments that show the impact of interference on Bluetooth de-
vices for different applications, namely voice and data traffic.

Experiment 1- We vary the WLAN packet length, Ty, and
the interarrival packet, Ty, while keeping the WLAN offered
load fixed at 50% of the 1 Mbits/s channel capacity. Thus,
Tw and Ty are varied from 500 and 1000 us to 8000 and
16000 usrespectively. Notethat T's and Ty denote the packet
length in time and are also equivalent to the packet size in bits
assuming adatarate of 1 MBits/s.

Experiment 2- We fix Ty at 1000 us and vary Ty ac-



cordingto g—vg where O L isthe offered |oad as a percentage of
the 1 Mbits/s channel capacity.
Table Il summarizes the experiments.

TABLEI
VALIDATION EXPERIMENT SUMMARY

Experiment WLAN Offered L oad WLAN Traffic
Experiment 1 | 50% of Channel Capacity | Tw and Ty 1 variable
Experiment 2 | Variable Tw = 1000 us, Twr = %‘%

Given that the WLAN source is at a distance, d; = 0.15m
from the Bluetooth slave, while the Bluetooth master is a a
distance, d); = 1m, and assuming that both the WLAN source
and the Bluetooth master device transmit at 1mW, the SIR at
the slaveis given by 20log;—1\; ~ —16 dB 2. The choice of the
BER value corresponding to this SIR is based on the PHY re-
sults of the Bluetooth receiver used [8]. We note that when the
Signal-to-noiseratio (SNR) is above 25 dB and the SIR is be-
low —10 dB, the BER is ~ 0.3 for Bluetooth frequency offsets
of 10 MHz from the WLAN DS center frequency. Therefore,
weuse BER = 0.3 andn = 10 in our anaysis. A summary
of the parametersused in the analysisis provided in Table I1I.

TABLEIII
ANALYSISPARAMETERS

Parameters Values

T 366 for HV' 1 and 2871 for D M5
Tw and Ty 1 Variable

n 20

BER 0.3

All simulations are run for 1000 seconds of simulated time
and the first 10 % of the data is discarded. The performance
measurements are logged at the slave device. The metric we
use includes the packet loss, Py, and the packet error, Pr. The
packet loss is the number of packets discarded due to uncor-
rected errorsin the packet divided by the total number of pack-
etstransmitted. While the packet error is the number of packets
received with at least one error (prior to applying error correc-
tion on the packet and deciding whether to keep it or drop it).
Note that Equation 3 captures the probability that a packet
containing at least one error is received at the Bluetooth node.
Since different error correcting schemes are applied on differ-
ent packet types and packet segments, this corresponds to the
packet error metric rather than the packet loss.

The simulation model used for this validation assumes the
following:

o The WLAN CCA is limited to carrier sense functional-
ity capable of detecting other WLAN devices of the same
kind (either FH or DS) but cannot detect the presence of
Bluetooth devices.

» The impact of Bluetooth interference on WLAN is dis-
abled in order not to change the WLAN traffic distribu-
tion. That is interference from Bluetooth does not cause
errors at the WLAN receiver.

2 Assuming the logarithmic path loss model given in [4]
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o The BER value used in the Bluetooth receiver is computed
according to the receiver’'s DSP model and varies accord-
ing to the frequency hop and the signal to interferencera-
tio.

Figure 4 (a) gives the probability of packet error for the
Bluetooth voice traffic for different WLAN packet lengths. We
note that the analytical results closely approximate the ssimula-
tion results. The probability of packet error varies between ~
(22% - 13%), while the probability of packet lossremains at ~
12%. Asexpected, the packet lossis|ower than the packet error
due to the use of different error correction schemes applied on
different segments of the packet. We note that errors occurring
in the payload of HV'1 packets do not lead to dropping pack-
ets. Furthermore, if errors in the header can be corrected the
packet is kept, otherwise the packet is dropped. This explains
the difference between the packet loss and the packet error.

A similar trend appliesto the Bluetooth LAN resultsgivenin
Figure 4(b). The packet error varies between ~ (25% - 17%).
The difference between the packet loss and the packet error is



not assignificant asin Experiment 1 (a). Infact, the decisionto
drop DM 5 packetsis based on uncorrected errorsin either the
header or the payload. Therefore, the packet loss and packet
error measures are very close.

Figure 5(a) and (b) illustrate the effect of varyingthe WLAN
offered load on the Bluetooth voice and LAN performance re-
spectively. The probability of voice packet error and packet
loss increase proportionally to the WLAN offered load (Figure
5 (a)). We aso note that the difference between the packet er-
ror and the packet loss is significant (~10%) at high WLAN
offered loads (65%). Note that only packet header collisions
affect the packet loss. As more interfering packets are trans-
mitted (increase in WLAN offered load), only a small number
of them will "hit” the header and cause a collision.

Theresultsfor the Bluetooth LAN are givenin Figure 5(b)).
The increase in packet error levels off at ~ 25% for WLAN
offered loads greater than 25%. This "threshold” phenomenon
is a direct effect of having reached an error threshold number
per packet. Additional errors above that threshold do not yield
to more packets being dropped.

V1. CONCLUDING REMARKS

We presented results on the performance of Bluetooth in
the presence of WLAN interference based on a probability of
packet collision in frequency and time overlap at the Bluetooth
receiver. We first observe that the probability of packet error
analysis, in the tractable case where mutual interference effects
are not considered and only a particular receiver is studied,
can provide a close approximation to the packet error and the
packet loss measures. Furthermore, the results clearly show
that packet loss due to interference may be significant (up to
27% for data traffic and 25% for voice applications) and may
lead to severe performance degradation. In addition, longer
Bluetooth packets (such as D M5 packets) are more prone to
packet loss than shorter packets (HV'1). Note that, although
the packet loss is lower than the packet error for voice traffic,
the quality of the audio channel is likely to be impaired due to
the high number of residual errorsin the payload.

More generaly, the experiments stress the importance of
defining accurate traffic models and distributions in the eval-
uation of interference. Both the offered load and the packet
length are necessary parametersin order to completely specify
theinterference signal.

Our future work includes investigating simulation scenarios
where both WLAN and Bluetooth interference can be studied
together. This may unravel various intricate effects about the
traffic distribution and the overall system performance of Blue-
tooth and WLAN operating in the 2.4 GHz frequency band.
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